
Privacy Tools and 
Resources

Kyle Breneman
U. of Baltimore

kbreneman@ubalt.edu



Pulling back 
the curtain



Ad Settings

Activity Controls

https://adssettings.google.com/
https://myaccount.google.com/activitycontrols


What do they “know”?

https://aboutthedata.com/portal/login


See 
third-party 

trackers
with 

Lightbeam



Tools you can use



Privacy 
Badger

https://www.eff.org/privacybadger
https://www.eff.org/privacybadger


HTTPS 
Everywhere

https://www.eff.org/https-everywhere
https://www.eff.org/https-everywhere


Lastpass

KeepassX

1Password

https://lastpass.com/create-account.php
https://www.keepassx.org/
https://1password.com/






Resources
(Don’t climb alone!)



Electronic Frontier 
Foundation

sec.eff.org
ssd.eff.org 

https://sec.eff.org/
https://ssd.eff.org/




ALA’s Library Privacy Guidelines

http://www.ala.org/advocacy/privacy/guidelines


Image Credits
Surveillance Cameras - Photo by Matthew Henry on Unsplash
Stage curtain - Photo by Rob Laughter on Unsplash
Google - Photo by Paweł Czerwiński on Unsplash
Times Square - Photo by Andrae Ricketts on Unsplash
Workbench - Photo by s w on Unsplash
Badger - Photo by Hans Veth on Unsplash
The Matrix - Photo by Markus Spiske on Unsplash
Bank Vault - Photo by Brook Ward on Flickr https://flic.kr/p/dTo7wU 
Globe - Photo by Kyle Glenn on Unsplash
Mountain - Photo by Jackman Chiu on Unsplash
Thai Fighters - Photo by Pablo Rebolledo on Unsplash
Statue of Liberty - Photo by Erik Lindgren on Unsplash
Road - Photo by Mika Matin on Unsplash
Camera - Photo by JD Gipson on Unsplash

https://unsplash.com/photos/fPxOowbR6ls?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/privacy?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/WW1jsInXgwM?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/theater?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/fpZZEV0uQwA?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/google?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/0_la3_Slfwk?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/times-square?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/mNWsZDYUCFs?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/XUIHqnUYYdU?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/badger?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/iar-afB0QQw?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/encryption?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://flic.kr/p/dTo7wU
https://unsplash.com/photos/nXt5HtLmlgE?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/world-map?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/36Vbwo1OiZU?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/mountain-climbing?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/h8sl-oNcat0?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/fighting?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/WWtC9QUXxGk?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/freedom?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/VeG2qfppakY?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/freedom?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/-b94-si-NM8?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/camera?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText



